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Overview

• Cloud Computing

• Introduction to EU and Norwegian data protection law

• Important DPA practice

– Narvik municipality and Google Apps

– Moss municipality and Microsoft Office 365

• Transfer to third countries

• Summing up

side 2



Cloud Computing

• Internet based use and delivery of  IT applications, processing capability and storage

• Optimisation across a network of computers/data centers

• Hardware owned by Cloud provider not Cloud customer

• On-demand, flexibility, scalability

• Standardised services, conditions and prices

• Pay per use – cost efficient

• Possible security benefits

• Public, private and hybrid Cloud

• Cloud services targeting businesses vs. consumers
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EU data protection law

• EU Data Protection Directive 95/46/EC

• Norway: Personal Data Act

• Roles
– Controller: determines means and purposes

– Processor: processes on behalf of controller

– Data subject

4



Narvik municipality 

and Google Apps
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Narvik municipality and Google Apps

• Anonymous complaint to the Norwegian DPA summer 2011

• The DPA requested Narvik to account for the data privacy aspects 

• DPA notice of decision: ban on use of Google Apps

– "The municipality have no idea where in the world 

their data is stored and who is able to access it"

– General impression that cloud computing is unlawful for public bodies

• However, Narvik managed to the lift the DPA's ban

– Re-negotiated agreement with Google

– The DPA was willing to compromise on several issues
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(1) Information processed by the system

• DPA: case handling and sensitive data – requires high level of security

• Narvik: No sensitive data and no case handling – security sufficient

– Internal routines prohibiting use of email for case handling

– Information to citizens about use of email
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(2) Comprehensive security risk analysis

• General high level of security

• Clarifications regarding use of optional security functionality (password, two-
factor authentication, encryption etc)

• Confidentiality
• Integrity

• Accessibility/continuity
• Exit-possibilites (data portability)
• Etc
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(3) Storage/data centres

• DPA initially required specification of data centres

• Compromise": sufficient to agree use of data centres in EU and US

– Transfer to US based on Safe Harbor

• Concerns regarding US Patriot Act

13



(4) Audit

• DPA initially required the municipality to carry out audit it self

• "Compromise": third party audit sufficient
– Commitment for Google to be subject to third party audit (SSAE no 16 type II/ ISAE 3402)

– Right for Narvik to obtain reports

14



(5) Security and other issues

• Segmentation
– Logical segmentation sufficient

– Google File System (GFS) - data distributed across a number of servers

– Fundamental design criteria that different customers' data are kept segregated

• Backup
– GFS: data from each user are replicated to at least two data centres

– ISAE 3402 documents sufficient redundancy and ability to restore data 

• The provider's general privacy policy must be in compliance with the agreement
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Experiences related to Cloud and transfers

Legal basis for transfer to third countries:

1. ”Approved ” countries

2. Safe Harbor (US)
- DPA: Onward transfer only to US companies

3. Individual exemptions, cf. EU directive Art 26 (1) a-f

4. EU Standard Contractual Clauses (SCC)

5. Binding Corporate Rules (BCR)

6. New: Processor Binding Corporate Rules
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Summing up

• Carry out a thorough security risk assessment
• Data processing agreement

– Provider must commit to comply with applicable law
– Provider must comply with statutory and other necessary security measures
– Third party audit (with a right for the customer to access reports)

– Must set out location of data centres (EEA/specify third countries)
– Use of subcontractors (prior consent / bound by equal obligations)
– Regulate exit

• Need of legal basis for any transfer to third countries
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